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ManageEngine OpManager - sendQuick
Integration Guide

1.0 Introduction

This document is a guide on how to integrate sendQuick with ManageEngine OpManager
to send SMS alerts. In this guide, we will be using sendQuick Alert Plus for the integration.

There are several ways to send alert messages from ManageEngine OpManager to
sendQuick systems. You can use any of the following methods

e SMTP Delivery (email method)
e SMS Delivery (http method)

2.0 Send Email to sendQuick (SMTP Delivery)

When any device is down or there is a need to send a notification alert, OpManager can
trigger an email to sendQuick. sendQuick will then convert the email message to SMS. For
this setup, sendQuick has a built-in SMTP that OpManager can use as the SMTP Mail
Server.

2.1 Configure Email Filter in sendQuick

sendQuick allows you to configure alerts to be sent to multiple phone numbers, groups or
even combination of emails and sms. To explore this feature, navigate on the sendQuick
dashboard to :

Filter Rules > Email Filter

Account: send -i"f__..*'uick ® AlertPlus Server Admi

admin Email Filter

@ Dashboard

=8 Server Setup 2 Show 10 +« |entries

0 Messaging Setup

8 Modem Setup > No Description To From
Y Filter Rules
= s Add New Record

Showing 0 record
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Click on Add New Record.

You can then create a new record to define the email address OpManager should send to.
In our example, we will use OpManager@alertplus64.sendquick.messenger

The user email can be anything meaningful that you choose but the domain name of the
email address must correspond to your domain name of your sendQuick system.

Fill in the Description, Mail To, Mail From (Optional) and for Match Mode, check on
ANY. Once done, click Save.

Add Mail Filter Rule

Description ManageEngine OpManager
Mail To OpManager@alertplus6d sendquick mess
enger
Mail From notification@opmanager com
Subject [
Message [ |

Match Mode OALL @ ANY

Priority 55|

Save Cancel
Click on View for the record that you have created :
send{Juick® AlertPlus Server Admin ; ;
L% W English  ~ © Shutdown O Restart ® Logout
Email Filter
Show 10 -~ | entries Search:
Rules
Date
No Description To From Subject Message Priority Created Match Alert [
1 ManageEngine OpManager@alertplus64.sendquick messenger notification@opmanager.com 5 30/09/2019 Any o View ol
OpManager®
Add New Record | Duplicate [EES
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Then click on Add New Record

Email Filter Rules

Description ManageEngine OpManager
Mail To OpManager@alertplusb4.sendquick messenger
Mail From notification@opmanager.com
Subject
Message
Match Mode ANY
Show 10 ~ | entries
| H Alert SM5 Alert Email
No____ Manual Input Phone Book User Manual Input Phone Book User Alert Message R

" g .y No data available in table

R - Reminder, E - Escalation. Rpt - Report, © - Roster Management Enabled, @ - Roster Management Disabled

You can then add multiple numbers, emails, or even pre-defined groups to receive the
notification alerts.

Email Filter Rules

Description ManageEngine OpManager
Mail To OpManager@alertplust4.sendquick. messenger
Mail From notification@opmanager.com
Subject
Message
Match Mode ANY
Alert Message ASCI Text (130-8895-1) The default message is: xFRx:xSUBx:xMSGx where:
) B » xFRx is From (Email)
AEROCRSUB R MaER + xSUBxis the Email subject
= xM5Gx is the Email message
Alert Rec_;g.ﬁ'ér Mobile Number to Receive Alert Email to Receive Alert
93873088 andyhun@talariax.com |

1 J

After you have keyed in the information, click on Save to continue.
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uicktip - To check your host and domain name, you can find the
value in the sendQuick dashboard under System Overview under
Host and Domain.

For e.g. our domain name is alertplus64.sendquick.messenger

Account: send(Juick® AlertPlus Server Admin

admin

Dashboard

@& Dashboarc

= >
R System Usage Modem Status

0 Messaging Setup

& Modem Setup 5 Host alertplus64

¥ Fiter Rules 3 Domain sendquick. messenger
Gateway 192.1658.1.1

L3 Network Monitor
DNS Server 127.0.01

& Security Setup
Svstem Version Version: 20150606
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2.2 Configure SMTP Delivery on OpManager

On the dashboard of OpManager, navigate to the following item :

Settings > General Settings > Mail server settings

OpMa nager (5] License will expire in 26 days () GetQuote £ Purchase (5) Request Demo Pl [:;j

| Inventory Metwork Servers Virtualization Alarms
Overview r MNetwork : Servers ’ Virtualization o E“-c-nera] Settl'n--gs >
Create your own Dashboard: You canadd custom dashboi  SMS Server Settings Discovery > addnow. )
Prowy Server Settings Configuration ?
Business View
User Management Maonitoring 3

il & g
br - 4 b Server Settings Notifications

‘ L Ee |
/JI' Unéted States NOUMA _J/' SSH Settings Taols >

In the Mail Server Settings section, key in your sendQuick IP address in the Server
Name field as shown in the screenshot below. Enter a Time Out interval. For the To
Email ID fill in the email address you have used for the email filter as in the previous
section (Section 2.1 Configure Email Filter in sendQuick) In our example, we have
configured OpManager@alertplus64.sendquick.messenger

OpManager (5} License will expirein 26 days {3 Get Quote §5) Purchase ()
Dashboard Inventory MNetwork Servers Virtualization Alarms Workflow
General Settings Discovery Configuration Monitoring Notifications Tools

General Settings Mail Server Settings
Mail server settings Server Name Port Time Qut
5MS Server Settings 192.168.1.87 int 30
Proxy Server Settings
From Email ID To Email ID ?
LT Mareeiment notification@opmanager.com OpManager@alertplusé64.sendquick.messenger
Server Settings
S5H Settings Authentication Details
User Name Password

System Settings

Database Maintenance

Rebranding
Secure Connection Details 7
REST API
SS5L Enabled TLSEnabled @& MNone
Device Snapshot Settings
Security Settings Add a secondary mail server (optional) ?

Privacy Settings
Third Party Integrations

Self Monitoring
Cancel
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By default, the Port is 25. Leave the Authentication Details - User Name and Password
fields blank.

For Secure Connection Details, you can select any of the methods listed provided they

are installed in both OpManager and sendQuick. If you are unsure if the protocols are
installed on your servers, select “None”

uicktip - To check what you installed on sendQuick, navigate to the
following item on the sendQuick dashboard :

Security Setup > SSL Setup > SSL Protocol

™ English = W Shutdow

Account: send{}uick-‘- Entera Server Admin

admin urity Bstup - SSL Setup

@ Dashboard

B Sarver Setup

0 Messaging Setup . Praase make sure the following
5 Modsm Setup . 5L Koy
L. Phone Book & Roster
T Filter Rules
21 Network Monitor
& Security Setup
HTTP Host Permission
SMTP Host Permission

Emall Usar Parmission

S5L Cortificate

SSLCA Use CA File
i Use Existing  serverca (02/09/20

( m _E = = E o file saleclod,

S5L Cipher Strangth

551 Protocol (ALt

After the configuration, click on the Send Test Email to test if the setup is correct.

Rebranding
Secure Connection Details  ?
REST API
SSL Enabled TLSEnabled @& None
Device Snapshot Settings

Security Settings Add a secondary mail server (optional) ?

Privacy Settings
Third Party Integrations

Self Monitoring

Cancel
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To confirm that sendQuick has subsequently received the email and sent out as SMS, go

to sendQuick dashboard. Navigate to :

Usage Logs > Message Logs

Click on the Sent tab and SMS tab. If there is a corresponding entry in the logs, that

means the SMS text was sent successfully.

Account: send{/uick® AlertPlus Server Admin
admin Messoge Log

; " Sqoope

Seosch From | 30092078 To J0RZ0S

Show 0.~  eniries

[ 1 - - S—
| =avELEV | bave B Lav POr m

Showing 1to 1 oftelsl 1 records
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e, S Do, K et e Mopobios
i WMEITS SH0N2010 0018 notificatlen @ apmanager eom | S38TI0R8
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% Fnglish
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2.3 Configure Email Based SMS Notification Profile

Next, configure the notification templates that can be used by notification triggers. In the
ManageEngine OpManager dashboard, navigate to :

Settings > Notifications > Add Profile

{53 License will expirein 29 days (£ Get Quote ) Purchase {2} Request Deme

F 1 oQazn

Virtualization Alarms Reports *

Notifications Toals General Settings »
Discovery >
Configuration el

Monitering >

Add Profile €  MNotifications >

T "
Tools >

Select the Email based SMS Notification Profile. It's important to use the same email
address configured in Section 2.1 for the Mail Filter for the To Email Address field.

Dashboard Network Servers Virtualization Alarms

Inventory

General Settings Discovery Configuration Monitoring Notifications Tools

Profile Type

-t
Notification Profile

= = = =

. Email based Run System
Email SMS SMS Chat Sl

Run Program Loga Ticket

Mail Composition

From Email Address

notification@opmanager.com

Subject

$stringseverity - $displayName

To Email Address  ?

OpManager@alertplusé4.sendquick.messenger

7 Subject Variable
Select Subject Variables v

Configure the email Subject and Message with the relevant parameters that you want to
appear in your alert messages. Click on Next.
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Next, select the criteria that will trigger the alerts.

Drashboard Imventory Metwaork Servers Virtualization Alarms Worldflow
Ganers| Sattings Discavery Configuration Monitoring Motifications Toals
Profile Type Criteria
— —
. O O C

Send Email - Choose the criteria

Cho: enato be satished for anctification profile o be

[[] Criteria
M DeviceDownfor 1 H Pallis)
Hardware in problematic condition ?
Interface or switch port has some problems  *
Service is down

a When any

(] Whenany & i I Windows Service is dowmn

[ Whensny B Printer Monitor Is down

Select the Severity level to reach before notification is sent. After your selection, click on
Next.

Dashboard Inventary Network Servers Virtualization Alarms
General Settings Discovery Configuration Monitoring Motifications Tools
Profile Type Criteria Dex 3
L)

@

Send Email - Choose the criteria

Choose the criteria to be satisfied for a notification profile to be triggered. Leam more

[l When any NFA alarm is triggered

[l When any Storage Alarm is trigzered

[l When any interface bandwidth exceeds its spesd
]

Notify when the alarm is cleared | ?

Notify only when severity is

i Critical + Trouble + Attention + Service Down

Back Cancel
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You should already have used OpManager earlier to discover devices in your network and
have them in the Inventory. Select the Devices that are in the Inventory to attach this

notification profile.

Networlk Servers Virtualization

Dashboard

Inventory

Alarms

Device Selection

General Settings Discovery Configuration Monitoring Notifications Tools
Profile Type Criteria
N F
o v

Send Email - Associate Notification Profile
—-Select--

Available Devices
192.168.1.89

192.168.1.95
192.168.1.96
192.168.1.98
192.168.3.1

dnscachelsingnet.com.sg

Selected Devices

192.168.3.85

OpManager allows you to Schedule when the alert should be sent. Configure according to

your requirements.

Dashboard Inventory MNetwork Servers Virtualization Alarms Workflow Reports
(General Settings Discovery Configuration Monitoring Motifications Tools
Profile Type Criteria Device Selection Schedule
- : G ®

o

Send Email

Time Window

@  Apply this profile 24x7 Apply this profile during specific time window

Delayed Trigger ?
Trigger after Minutes

Do not trigger if the alarm is Acknowledged

Recurring Trigger 2
Minutes

Trigger Interval

Restrict number of triggers to times

Do not trigger if the alarm is Acknowledged

Copyright©2019, TalariaX Pte Ltd
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Finally, you can give a profile name for this Notification Profile.

General Settings Dilscoveny Configuratian Manitaring Motificatians Tools
Profile Type Criteria Device Selection Schedule Preview
@ @ ) © o—
Send Email based SMS
Motification Type Serd Emall based SMS
Notification Details Subject: $stringseverity - $display™ame
Ta:

COrpManager@alertpluséd sendauickmessenger

Message: Message: fmessage Device:
displayMame Category: Scategory Error
Candition; Estringseverity Generated at:

dstrModTime
Time Window 7
Diavices to be associated 100215
Manitors Polling

false

Give profile name to add

sendCubck Alert

To test if the configuration is correctly setup, click on the Test Action button.

Profile Type Criteria Device Selection
7 o £\
I 2 Y
Send Email based SMS
Muonitors Polling
false

Give profile name to add

sendQuick Alert

Back Cancel

After the test is successful, you can Save this profile.
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To confirm that sendQuick has subsequently received the email and sent out as SMS, go
to sendQuick dashboard. Navigate to :

Usage Logs > Message Logs

Click on the Sent tab and SMS tab. If there is a corresponding entry in the logs, that
means the SMS text was sent successfully.

send( Juick® AlertPlus Server Admin % Engsh 5] & Shutdown

Usngs Logs - Message Log

Qusus m Unsant Inbax

T Restart Logout

@ Messaging Satup

g, SMS TN 8
& Modem Satup Begoope
T Filter Risles: Search From | 50102018 To Snoe0E
Show 100 =] entries Search
L Date g Dallvary  Tismarmnd Mokila
No Time Date Tima Sender Humbar Message IMEI Priarity
1 0209 301072078 a1 notification@opmanagercom 83873088 nofificati TANAGES.CO ing rity - A58180C = 5
181548 18:15:52 {ManageEnging Ophanager) FelsphayMame:Msg: Smessage Dew
SdisplayNeme Cet Scategery Error Cond:
Satr e b e
7] BAVEUSY T SEve teoal || uave PUF | ' . . [PLL
Showing 1 1o 1 of otal 1 reconds Pravvious n et
Email Log
Adort Log Cogyright & 2002-2018, TalaraX Ple Lid, Singapare. All Fights Aeserved. Wed, 30 Cct 2018 18:15
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3.0 Send SMS Message via HTTP Method

Alternatively, sms notification alerts can also be sent via sendQuick from OpManager
using the HTTP method. You do not need to do any configuration in sendQuick.

3.1 Configure SMS Server in OpManager

On the dashboard of OpManager navigate to the following item :

Settings > General Settings > SMS Server Settings

Servers Virtualization Alarms

Servers : Virtualization

'our own Dashboard: You can add custom daslibo:

=

Copyright©2019, TalariaX Pte Ltd

Mail server settings
éMS Sjerve; L;.e_ttl'ngs
Proxy Server Settings
User Management
Server Settings

S5H Settings

System Settings

E i(-_;n‘er;erai Séttfngs : , >
Discavery > add now.
Configuration >
Monitoring b

Motifications

Tools

b |
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Under the SMS Gateway tab, fill the HTTP URL field with the sendQuick http URL string
as follows:

http://<sendQuickIP>/cmd/system/api/sendsms.cgi
Replace <sendQuickIP> with the IP address of your sendQuick system.
For the field HTTP Parameters, fill the following
tar_num=$recipient&tar_msg=$message

See the example :

Dashboard Inventory Nebwork Servers Virtualization Alarms S pps Workflow Settings Reports
General Settings Discovery Configuration Monitoring Motifications Tools
General Settings

SMS Server Settings

Mail server settings

SMS Gateway SMPP
SMS Server Settings
Proxy Server Settings
HTTPURL *
User Management
POST v http/192.168.1.96/cmd/system/api/sendsms.cgi
Server Settings
SSH Settings HTTP Parameters *

Systen Settings tar_num=3$recipient&tar_msg=$message

Database Maintenance

Rebranding Request Headers ?
Content-Type : application/json
REST API Authorization: Basic QWxhZGRpbipvcGy
Device Snapshot Settings
Success Response ? Failure Response 7
Security Settings
SMS Sent Successfully Unable to send SMS
Privacy Settings
Third Party Integrations * Note : Please ensure that you read snd follow the Terms of Use of the provider.

Self Monitoring

After the configuration, you can do a test to see if it works. Click on Send Test SMS.
Enter the Mobile number to receive the test SMS and click on Send.

Mobile number
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If the test is successful, a message will appear as follows under SMS Gateway API
Response :

Dashboard Inventory Network Servers Virtualization Alarms Workflow
General Settings Discovery Configuration Monitoring MNotifications Tools
General Settings

SMS Server Settings

Mail server settings

SMS Gateway SMPP

SMS Server Settings
Proxy Server Settings
User Management a SMS Gateway API Response X
Server Settings OKQueued: M95ca7081e64144d182dedbal3f2279295
S5H Settings

HTTPURL * £
System Settings

POST v hittp:/192.168.1.96/cmd/system/api/sendsms.cgi

Database Maintenance
Rebranding HTTP Parameters ~ Z
REST API tar_num=%recipient&tar_msz=%message

Device Snapshot Settings

To confirm that sendQuick has subsequently sent out the SMS text, on the sendQuick
dashboard, navigate to :

Usage Logs > Message Logs

Click on the Sent tab and SMS tab. If there is a corresponding entry in the logs, that
means the SMS text was sent successfully.

sendjr".ufck Alertptus servar Admln ™ Engliah 'I @ Shutdown = Restart  (*Logout
Jsagn Logs  Massage Log

& Cashboard

Senvi *
B8 Server Setup Oueue u Unsent Inbox

U Messaging Setup

sMS
£ Modem Sefup W Sqoope

! Y
S Search From 31702018 To 3110019
L Network Montor
Shaw 1m0 -! antries Sagrch:
& Security Satup
Date & Dalivery Turnaround Mobile
4, Password Management ¥ No Time Date Time Sender Number Message IMEI Prinrity
1A 2 =t SWS from ) > 3501 £ e
L — 1 JMEMe 311072019 0012 152 168363 O3E7I08E Test SMS from Ophlanager 3501 A008R0N5449 9
10:28:26 10:28:27
i Usage Logs H AIANEEE  STAGZO1E @il 18I TeR A6 €3ETI0AE Tact 53 from Ophianager BEETANOAAONSS 9 £
1224 10:22:42
| savecsy Save Excal Sawe POF m Dalata
: Showing 1 1o 2 of 1otal 2 recors Pravicus n Met
Emall Leg i
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3.2 Configure Notification Templates

Next, configure the notification templates that can be used by notification triggers. In the
ManageEngine OpManager dashboard, navigate to :

Settings > Notifications > Add Profile

(53 License will xpire in 29 days ({1 Get Quote () Purchase (5] Request Demo ﬁ ’:’:‘ eG: Q 3 -ﬁ-

Virtualization 5 o i] Reports E
Motifications Tools General Sett\'n;. S
Discovery >
Configuration 3
Monitoring s
Add Profile @  Notifications >

Aciili

Tools >

Select the SMS Notification Profile. Fill in the Mobile number to receive SMS alerts.

Dashboard Inventory Network Servers Virtualization Alarms
General Settings Discovery Configuration Maonitoring Motifications Tools
Prafile Type
- @ -

Notification Profile

=0 & @ =]

. Email based Run System .
Email SMS SMS Chat ot Run Program LogaTic
= S — s ]

SMS Composition
Select Gateway Maobile number

SMS Gateway - 93873088|
Messaga ? Select Message Variables

Message: $message Select Message Variables

Device: $displayName

Category: $category

Error Condition: $stringseverity

Generated at: $strModTime

Cancel ( E?:;E
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Next, select the criteria that will trigger the alerts. Select the Severity level to reach before
notification is sent. After your selection, click on Next.

Dashboard Inventory MNetwork Servers Virtualization Alarms
General Settings Discovery Configuration Monitaring Notifications Tools
Profile Type Criteria
&) @

Send SMS - Choose the criteria
Choose the criteria to be satisfied for a notification profile to be triggered. Learn maore

‘When any Configuration is changed

When any NFA alarm is triggered

O

O

[T When any Storage Alarm is triggered

[l ‘When any interface bandwidth exceeds its speed
O

Notify when the alarm is cleared (2
Motify only when severity is

«  Critical v Trouble « Attention + Service Down

Back Cancel

You should already have used OpManager earlier to discover devices in your network and
have them in the Inventory. Select the Devices that are in the Inventory to attach this
notification profile.

Virtualization

General Settings Diiscovery Configuration Monitoring Motifications Taols
Profile Type Criteria Deevice Selection
9, @ ®

Send SMS - Associate Notification Profile

By Devices Filter Devices

~Selert—

HAuwsllable Devicas Selected Davices
192.1668.1.102
1921681114
192.168.1.121
192.168.1.122 1921 3
172.168.1.133 192.168.5.111
192.168.1.134 1P2.168.1.113

e [
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OpManager allows you to Schedule when the alert should be sent. Configure according to
your requirements.

Dashboard Inventory Network Servers irtualizati Alarms Workflow Settings
General Settings Discovery Configuration Monitoring Notifications Tools
Profile Type Criteria Device Selection Schedule
Y, 7 % ’Q
Send SMS

@ Apply this profile 24x7 Apply this profile during specific time window

Delayed Trigger

Trigger after Minutes

Do not trigger if the alarm is Acknowledzed

Recurring Trigger :

Trigger Interval Minutes

Restrict number of triggers to times

Do not trigger if the alarm is Acknowledged

Back Cancel

Finally, you can give a profile name for this Notification Profile. To test if the
configuration is correctly setup, click on the Test Action button.

General Settings Diiscovery Configuration Manitoring Metifications Tools

Profile Type Criteria Device Salection Schedule Preview
Send SMS
Motification Details Mobila Ne93272088

Message: Message: Smessage Device:
Sdisplay™ame Catzgory: Scatesory Ermor
Condition: stringseverity Generated at:

SstrModTime
Thme Window 24%7
Devices to be associatad 10.0.2.15.10.0.2.2. 192 166.1.1,192.166.1.103.192.168.1.11 1.192.168.1.113
Manitors Palling
fake
‘v profile name to add
sendCuick Alert SMS
Back Cancal
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To confirm that sendQuick has subsequently received the message and sent out as SMS,

go to sendQuick dashboard. Navigate to :

Usage Logs > Message Logs

Click on the Sent tab and SMS tab. If there is a corresponding entry in the logs, that
means the SMS text was sent successfully.

# Dashboard

B Sarver Setup

0 Messaging Setup
2 Modsrn Selup

T Filtar Aules

2, Pasawaord Management

% Backup & Diagnostic

o Logs

Convaraation Summary

Emall Log

Alstt Log

System Log

send{uick® AlertPlus Server Admin

an Log: Message Log

Y -

SMS Sqoope

Search Frem 9111072019

Show 100 -! anines
Date & Deelivery
1 INW2019 Innozne
10:37:05 10:37:07

&0 DAALAR0IS

10:28:26

3 JInwanie
10:22:41

anAonEng
12z az

Bava CEY

Showing 1 to 3 of total 3 ecords
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o Enmglish

Messags
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SGT 2019,

Toat-GMG oG Managen

*| GrShutdown 3 Restart ™ Logout
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