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Citrix NetScaler 11
&
SENDQUICK CONEXA ONE TIME PASSWORD
CONFIGURATION GUIDE

1.0 INTRODUCTION

This document is prepared as a guide to configure Citrix NetScaler 11 to run with
SendQuick Conexa for One-time-password via SMS.

The pre-requisite is that SendQuick Conexa OTP server is configured with RADIUS on
port 1812. Ensure that both applications are using the same port for radius.

USER AUTHENTICATION FLOW

o User enters o User logs in to SSL VPN,
OTP E enters username

and password

SendQuick Authentication
& SMS OTP Server

Citrix NetScaler

o 1** authentication
.

55
o Issues access : i
challenge Database/AD for
@ 2nd authentication username, password,
mobile number
Generates
SMS OTP
to user
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2.0 CONFIGURE On sendQuick coneXa

Access with http://<sendQuick IP>/

€ | @ 192.168.1.61 v e ns_true 3 & A W a B2 @

sendQuick ® Conexa

Welcome otpadmin (Admin)

Server Log [Authentication Configuration] User Management Logout
[ Radius Client Configuration ] VPN Configuration Remote DB Configuration LDAP Server Configuration System Configuration
No Name Radius Client IP

Clientlist is empty

Copyright © 2002-2015, TalariaX Pte Ltd, Singapare. All Rights Resenved
Thu, 12 Nov 2015 15:12

Figure 1 : Radius Client Page
To add new radius client, goto Authentication Configuration > Radius Client Configuration

Radius Client IP : <Ciritx NetScaler IP>
Shared Secret : <Shared secret of the radius client>

sendQ uick® Conexa

Welcome otpadmin {Admin)

Server Log [Authentication Configuration] User Management Logout

[ Radius Client Configuration ] VPN Configuration Remote DB Configuration LDAP Server Configuration System Configuration

Add New Radius Client

Radius Client IP :

IP address of the origin Radius client. 192.168.1.99

Name :
Short name of the Radius client.

Shared Secret : [7|
Shared secret between Radius clientand Conexa, '—— 1 |

Submit | Reset

Figure 2 : Add New Radius Client

Citrix NetScaler

We will use the user name and password in the AD server to login to SSL VPN.
sendQuick ® Conexa

Welcome otpadmin (Admin)

Server Log [Authentication Configuration] User Management Logout
Radius Client Configuration VPN Configuration Remote DB Configuration [LDAP Server Configuration] System Configuration
No Name Description Serverl Server2 Login Mode Base DN Scope

LDAP Server listis empty

Copyright ©2002-2015, TalariaX Pte Ltd, Singapore. All Rights Reserved
Thu, 12 Nov 2015 15:14

Figure 3 : LDAP Server Configuration Page
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Add the AD server under Authenication Configuration > LDAP Server Configuration

IP address of AD server, Server 1 : 192.168.1.213, Port 389
Type : Active Directory

Service Account Bind DN : < need an AD account>

Login Mode : Login ID

Base DN : <Base DN of the location of user list in LDAP >

Welcome otpadmin (Admin)

Server Log [Authentication Configuration] User Management Logout
Radius Client Configuration VPN Configuration Remote DB Configuration [ LDAP Server Configuration ] System Configuration
Add New LDAP Server
Name: /o
Unique name for LDAP server.
AD Server
Description :
‘ 102.168.1.213 Port |389

Server 1
Primary LDAP Server IP and port number. LDAP default port : 389

Server2:
Secondary LDAP Server IP and port number. LDAP default port : 369

Type : | Active Directory j

Service Account Bind DN :
Valid login DN & password, which will be used for binding and searching

Port

conexaadmin

Service Account Password :  ssee

Login Mode : | Lagin ID - Lo

Base DN : -
Base DN of the location of userlist. |DC=eStsenverDC=com

Search Scope : | Sub jl

Additional LDAP Filter String : 2

Enter additional LDAP search filter string
Submit Reset
Figure 4 : Add New AD Server
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Check the connection between your AD and sendQuick coneXa by clicking on “Test
Service Account”

Connection Success! , Using LDAP Server 1 (192.168.1.213:389) , Successfully bind to Service
Account: conexaadmin: et

Figure 5 : Test Service Account

Configuraiton VPN configuration

H ®
send(uick® Conexa
i
Welcome otpadmin (Admin)
Server Log [Authentication Configuration] User Management Logout
Radius Client Configuration [ VPN Configuration | Remote DB Configuration LDAP Server Configuration System Configuration
New VPN
No Name  NASIPINASD  Descripton  AuhenticatinType  AuthenficationServer
VPN list is empty
Copynight & 2002-2015, TalaraX Pte Ltd, Singapore. All Rights Reserved
Thu, 12 Nov 2015 15:28
Figure 6 : VPN Configuration Page
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NAS IP Address : <Ciritx NetScaler IP>
Authentication Type : Two Factor Access Challenge
Authentication Server : LDAP

LDAP Server : AD

OTP Deliver Method : SMS

sendQ uick® Conexa

Welcome otpadmin (Admin)

Server Log [Authentication Configuration] User Management Logout
Radius Client Configuration [ VPN Configuration ] Remote DB Configuration LDAP Server Configuration System Configuration
Add New VPN
NAS-IP | NAS-ID : ~ . .
Use either NAS-IP-Address or MAS-Identifier to communicate with Conexa. |192.168.1.99 ® NAS-IP-Address NAS-Identifier None

Select None if NAS-IP-Address and NAS-Identifier are empty.
ame :

Unigue name of this VPN, CitrixNetScaler

Description : Gl Netsealer
Description of this VPN. For reference only.

Authentication Type : | Twa Factor Access Challenge N o

Authentication Server : | LDAP j oL

LDAP Server Configuration (Authentication)

Return Option :

Return LDAP group as Radius atiribute : Filter-id (11)

Return LDAP group as Radius attribute : Class (25)

LDAP Server : I—
Select LDAP server from list, which is predefined in LDAP Server Configuration. 4D j

‘OTP Prompt Message (Access Challenge) : Enter OTP

“M = User's Mobile number , “E = User's Email address

| One Time PIN (GTP) -]

OTPType : TP - One time usage only.
STP - Limited times of usage over validity period

OTP Delivery Method : | SMS K|

‘OTP Email Subject :
Default: SendQuick Conexa OTP

OTP Email From :
Default : system@[hostname] / system@[IP]

OTP Length : |4 j @ Numeric Only : Alphanumeric

One Time PIN Validity Period: |5 minutes

sendQuick Conexa One Time password: *P Expire in: "E mins

OTP Message Template :

“P = OTP token , “E = Validity period (in minutes) , *D = Date , “T = Time

Message Mode : I Normal Text j 2

SMS Priority : 5 j
Priority level of the SMS. Highest =1, Lowest=9

Modem Label : l—
Send SMS via specific modem. “NA- j

- & same as authentication server -
User Contact List :

LDAP Server Configuration (Contact List)

mabile (Mabile)
Attribute Name :
mail (Email)

Submit | Reset

Copynight © 2002-2015, TalariaX Pte Ltd, Singapore. All Rights Reserved
Thu, 12 Nov 2015 15:28

Figure 7 : Add New VPN
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3.0 CONFIGURE On Citrix NetScaler

Login to Citrix Netscaler

o Citrix Login

€ ©152.168.1.99

NetScaler VPX (1000)

Dashboard

=+ System

+ AppExpert

=+ Traffic Management
=+ Optimization

=+ Security

=+ NetScaler Gateway
=+ Authentication

Show Unlicensed Features

Integrate with Citrix Products
&4 XenMobile
&4 XenApp and XenDesktop

&4 Unified Gateway

Configuration

CITRIX

User Name

nsroot

CITRIX'

Copyright(E} Citrix Systems, Inc. All rights reserved.

Reporting

Figure 8 :

Documentation

NetScaler » System » System information

System Information

System Upg\ade_ | Reboot

System Information

NetScaler IP Address
Netmask
Node
Time Zone
System Time
Last Config Changed Time
Last Config Saved Time

Hardware Information
Platform
Manufactured on
CPU
Host id
Serial no

Encoded serial no

System Sessions

| | Statistics | | Call Home |

192.168.1.99

255.255.255.0

5 22:56:41 SGT

2015 22:56:56 SGT

Virtual Appliance 450010

000c29532444
HE2HB1UJ47

8912000

54307ee9a

Figure 9 : Configuration Page

Logout

Downloads

Q

e

o H
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22 NetScaler VPX (1000)

Logout
Dashboard Configuration Reporting Documentation Downloads

=+ System

=+ AppExpert

=+ Traffic Management

i NetScaler with Unified Gateway

+ Security
+ NetScaler Gateway

=+ Authentication

Welcome!

Show Uniicensed Features g _
This wizard guides you through the configuration of features for Unified Gateway.

Integrate with Citrix Products

Before you begin
XenMobile
& XenMobi Make sure you have the following information available

&4 XenApp and XenDesktop

* Public IP ad for the Unified Gateway

* Server certificate chain (.PFX or .PEM), with

optional Root-CA certificate

a e y * LDAP/RADIUSIClient Certificate based authenticatio

details

= Application details such as URLs for SaaS appli

|
Get Started

Figure 9 : Unified Gateway wizard

s or XenApp & XenDesktop server details

Copyright©2015, TalariaX Pte Ltd
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Add Authentication

Primary Authentication Method : Radius

IP Address : < sendQuick coneXa IP>

Port : 1812

Secret Key : <Shared secret of sendQuick coneXa>

o2 NetScaler VPX (1000)

® Not Configured  NS11.0 63.16.nc Lot

Dashboard Configuration Reporting Documentation Downloads

4= Back

Unified Gateway Configuration

Virtual Server

Basic Settings ~
Virtual Server Name IP Address Port
sl 1 y Virtual Server
myUnifiedGateway 192.168.1.100 443
2 Q Server Certificate
Server Certificate Vs

&-2E talariax1 3 Authentication

-5 talariaxl

4 .‘( Portal Theme

Authentication 5 Applications

Select a primary authentication method for client connections. Primary authentication can be configured to use Active Directory/LDAP, RADIUS, or client certificate
methods. For two-factor authentication, configure a secondary method from either RADIUS or Active Directory/l DAP methods.

Primary authentication method
RADIUS -

IP Address*

192 . 168 . 1 . 61 ‘ IPvE

Port*
1812
Time out (seconds)*

3

Secret Key*

Secondary authentication method*

None j

Figure 10 : Unified Gateway wizard
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4.0 REMOTE ACCESS WITH TWO FACTOR
AUTHENTICATION

Enter user name and password which is stored in your AD server to login VPN for the 1%
authentication. Once the first authentication is successful, the Enter OTP page will appear
as shown in Figure 12 below. The OTP will be sent to the mobile phone. Enter the OTP in
the space provided and click Submit.

5://192.168.1.100/vpn/inde » @||Q searc + & BB B @ =

NetScaler with

Unified Gateway

Please log on

User name

Server Logs

€2 aht 192.168.1.100/cqi/log v || Q searc +F & wH O - @

; Additional Information Required
NetScaler with

Uniﬁed Gateway Please type your response below.

Enter OTP:

Figure 12 : OTP Login Page

Copyright©2015, TalariaX Pte Ltd 10
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€ 2 a 192.168.1.100, : - Searct +F & WHE O -0 @0 =

NetScaler with Unified Gateway Hello, thet

Please select one of the following:

Network Access Clientless Access
Connect with the NetScaler Gateway
Plug-in.

©)

Figure 13 : Successful Access with SSL VPN

€ a 192.168.1.100 i pns/p ~ &|[Q search + A WA B-® @ =
NetScaler with Unified Gateway Hello, thet

oq OFF

@ Web Aops Enterprise Web Sites

W File Transfer

Personal Web Sites

none

Figure 14 : Successful Access

Copyright©2015, TalariaX Pte Ltd 11
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ConeXa Server Log

sendQ uick® Conexa

Welcome otpadmin (Admin)

[Server Log] Authentication Configuration User Management Logout
[Server Log| Authentication Log
Server Log
e T T e T e e T T T -
2015-11-12 15:56:49 Radius[10544] (OTPapi) Send SMS (0tp:1899) to thet (91072730)

2015-11-12 15:56:49 Radius[10544] (OTPapi) Request from thet (192.168.1.99). 2FC CHALLENGE

2015-11-12 15:57.04 Radius[10544] (OTPapi) ****Request from NAS-IP-Address:192.168.1.99 NAS-Identifier- (thef)*****

2015-11-12 15:57:04 Radius[10544] (OTPapi) 2-Factor AC authentication success (thet OTP:1899)

2015-11-12 15:57.04 Radius[10544] (OTPapi) Request from thet (192.168.1.99). 2FC ACCEPT

2015-11-12 16:38:37 smsConexa[15996] (OTPapi) Received SMS From:Singtel Keyword:We are delighted to inform you that unlimited Singtel WiFi usage has been extended to 29 Feb'16. Enjoy seamless surfing
at over 600 hotspots as part of your mobile plan. Monitoring of your Singtel WiFi usage will be made available via MySingtel app soon. T&Cs apply. www.singtel.com/singtelwifi

2015-11-12 16:38:37 smsConexa[15996] Cannot find VPN with keyword:We

2015-11-12 16:45:58 smsConexa[15996] (OTPapi) Received SMS From:+6591072730 Keyword Test reply
2015-11-12 16:45:58 smsConexa[15996] Cannot find VPN with keyword:Test

2015-11-12 16:48:55 Radius[10544] (OTPapi) ****Request from NAS-IP-Address:192.168.1.99 NAS-Identifier- (thef)*
2015-11-12 16:48:55 Radius[10544] (OTPapi) Using LDAP (AD) Server 1 (192.168.1.213:389)

2015-11-12 16:48:55 Radius[10544] (OTPapi) CheckValidLdapUser (AD) for thet, Mode:loginid, Server(192.168.1.213:389) success
2015-11-12 16:48:55 Radius[10544] (OTPapi) 2-FA AC 1st authentication success (thet)

2015-11-12 16:48:55 Radius[10544] (OTPapi) Using LDAP (AD) Server 1 (192.168.1.213:389

Refresh
Download Log files : current log |log 1 [log 2 [log 3 [log 4 [log 5 | log 6

Figure 15 : Server Logs of sendQuick coneXa

Thursday, 12 Novem

® +659617 5338
sendQuick Conexa One Time
password: 8775 Expire in: 5
mins
slide to reply

Figure 16 : Received OTP
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