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VMWARE VIEW 5.1 AND
SENDQUICK CONEXA ONE TIME PASSWORD
CONFIGURATION GUIDE

1.0 INTRODUCTION

This document is prepared as a guide to configure VMWare View 5.1 to run with SendQuick
Conexa for One-time-password via SMS.

The pre-requisite is that SendQuick Conexa OTP server is configured with RADIUS on port 1812.
Ensure that both applications are using the same port for radius.

2.0 CONEXA CONFIGURATION

2.1 Client Configuration

To create a new client, Go to Configuration -> Client Configuration -> New Client

2.1.1 Add New Client

send Quick ® Conexa

Server Log User Management [Confguraticn]
| Chient Configuration | VPN Configuration Remote DB Configurstion LDAP Server Configuration
New Client
No MName

Client list is empty

Radius Server IP IP address of the View Connection Server.
Name Short name of the radius client.
Secret Shared secret of the radius client.

[Configuration]

Add New Client

Radius Server IP |192.168.1.234

MName VMWareView

Submit Reset
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2.2 VPN Configuration

To create a new VPN, Go to Configuration -> VPN Configuration -> New VPN

sendQuick ®Conexa
Server Log User Management [Configuration]
Client Configuration [ VPN Configuration | Remote DB Configuration LDAP Server Configuration
New VPN
No Name NAS TP Description Authentication Type
VEN list is empty
2.2.1 Add New VPN
NAS-IP 192.168.1.234
Name Unique name of this VPN.
Description Description of this VPN. For reference only.
Authentication Type Two Factor Access Challenge
Authentication Server LDAP

LDAP — Authentication through LDAP server such as Active
Directory or OpenLDAP. Select LDAP server from list, which
are predefined in LDAP Server Configuration page.

User Contact List Check on 'Same as authentication server' to use the same user
list in authentication server.

LDAP — Select from a list of predefined LDAP servers. Mobile
and email attributes are required.
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Add New VPN
NAS-IP (192.168.1.234 @ NAS-IP-Address b NAS-Ildentifier
Name immw
[VMWare View 5.1

Description

Authentication Type | Two Factor Access Challenge

Authentication Server | LDAP : |
LDAP Server Configuration (Authentication)

| i o
Re Option — Feturm LDAP group as Filter-1d (11)
| Return LDAP group as Class (25)
&)

Server | ldapl@l =

OTP Prompt Message (Access Challenge) :.EPFBF OTP 4 = S <
~M = Mobile number , “E = Email address

OTP Type | One Time FIN (OTP) - |

-

OTP Method | SMS |
OTP Length | 4 = | @ Numeric only | Alphanumeric

Cme Time PIN Validity Period |2 | minutes
.éenliQuic:k Conexa One Time password: ~P Expire in: “E mins

Message Template

“P = OTP token , ~E = Validity period (in minutes) , =D = Date , T = Time

|

Message Mode | Normal Text |

= o
e Tt Same as authentication server

LDAP Server Configuration {(Contact List)
;:‘«-!ﬂbile | (Mobile)
Atiribute Name .
| Email (Email}

| Submit || Reset |

2.3 LDAP Server Configuration
Configuration -> LDAP Server Configuration -> New LDAP Server

sendQuick ® Conexa

Server Log User Management [Configuration]

Client Configuration VPN Configuration Remote DB Configuration | LDAP Server Configuration ]

New LDAP Sarver

No. ‘Name el 2 Login Mode.

LDAP Server list is empty
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2.3.1 Add New LDAP Server

Name Unique name for LDAP server, which will be used as identifier in VPN
configuration .
Description For reference only.

Server 1 & Port

LDAP Server IP and port number. LDAP default port : 389

Server 2 & Port

LDAP default port : 389

LDAP Server IP (Backup/Secondary) and port number.

Service Account Name &
Password

searching.

Valid login name & password, which will be used for binding and

Login Mode [Display Name | Login ID | Email]
Type of login ID for this LDAP server.
Base DN Base DN of the location of user list in LDAP.
Domain Windows login domain for the user, apply to AD only.

MName
Description

Server 1

Server 2

Tyvpe

Service Account Bind DN
Service Account Password
Login Mode

Base DN

Domain

3.0 Configuring

Edit LDAP Server

ldaplil

152.168.1.101 Port 389
152.168.1.102 Port | 389
Active Directory

conexaadmin
........

Login ID
dc=mail dc=sendquickasp,dc=com
mail

Submit Reset

VMWare View 5.1

Test Service Account

To configure for the RADIUS authentication protocol, you modify the View Connection Server
settings in View Administrator.

In View Administrator, to set the type of authentication, select:

View Configuration > Servers and select a Connection Server.

Select Details and then the Authentication tab. In the Advanced Authentication area, for the 2-

factor authentication field, select RADIUS from the drop-down menu.
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@& [ 192.168.1.234 | https;//192.168.1.234/admin/#/server + @| [~ coogle ade-

About | Help |

Updated 07/10/2012 04:49:03 PM %

Remote Sessions o | vCenter Servers || Security Servers || Connaction Servers || Transfer Servers
Local Sessions

0
';C:::i"‘ EssmE ol ; Ensble | [ pisable | Ed'ﬁt [ Backup Now...| [~ More cCommands | B &
= =
1 ik

System Health [ [@ [+ |

- Connection Server | Version Last Backup

°

62 Dashboard
&5 Users and Groups
¥ Inventory
[Elrools
(1 Desktops
[ Persistent Disks
A ThinApps
» Monitoring
» Policies

¥ View Configuration

Product Licensing and Usage
Global Settings

Registered Desktop Sources
Administraters

ThinApp Configuration

Event Configuration

The diagram below shows Advanced Authentication > Select Radius.

‘General Local Mode Authentication || Backup. |

Changes to authentication settings will take sffect on next user login

Smart card authentication: | optional | v

[] pisconnsct user sessions on smart card removal

Advanced Authentication

2-factor authentication | paplUS | =

Disabled

RSA SecurlD
[[] Use the same usel d for RADIUS and Windows authentication
RADIUS S

[[] Enforce 2-factor a ne matching

Authenticator. | wyToken L

Manage Authenticators. .

Then, at the bottom of the page, select Authenticator and select Create New Authenticator.
This is shown in the diagram below.

Copyright©2012, TalariaX Pte Ltd 6



Strictly Private and Confidential

General || Local Mede || Authentication || Backup |

Changes to authentication settings will take effect on next user login

Smart card authentication: | optional | v |

[] Disconnect user sessions on smart card removal

Advanced Authentication

factor authentication | papius |+ |

[_] Enforce 2-factor and Windows user name matching
[_] Use the same user name and password for RADIUS and Windows authentication

Authenticator:

Create New Authenticatig

After selecting a new authenticator, a new screen to Add RADIUS Authenticator as shown below.
Follow the explanation in the table below to complete the form.

A RADIUS authenticater is avalable to all Connection Servers in this View environmert.

Label MyToken Enter a label that will be shown
to clierts

Description: MyToken RADIUS Authenticator

Primary Authentication Server

Hostname/Address: 192.168.1.42
Authentication port; 181z Accounting port:

Authentication type AP S

Shared secret: Dbk
Server timeout 3 seconds

Max retries: 5

Realm prefix

Realm suffix:

HostName/Address IP address of sendQuick Conexa

Port 1812

Shared Secret Shared secret of the sendQuick Conexa

Select on Finish, when completed (as shown below). This will complete the Radius server
configuration on VM Ware View 5.1 for integrating to sendQuick Conexa.
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Secondary Authentication Server

[[] Use a secondary server if primary is unavailable

<Back || Finish || cancel ||

4.0 Testing the 2FA Integration

First, start the VMWare View Client and enter the information of the server that you wish to connect
to. The server information is entered in the Connection Server field as shown below. Select
Connect when ready.

vimMwalre" capceir
VMware View"

Enter the host name of the View Connection Server,

Connection Server: 192,168, 1. 23%

Support Information

| commect || mait | [ Hep || optons »>
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Then, enter User Name and Passcode (password) when prompted as shown below. This is the
the AD username and password, if using AD.

B VMuwiare View Client

vmware cipcair
- VMware View"

[y Retes://192.168,1.234
Enter your MyToken user name and passcode,

User name: thet

Passcode; sea

Support Information

You will receive the SMS OTP message as shown below (left). At the same time, the Enter OTP

page will be shown as seen on diagram below (right). Enter the OTP received via SMS in the
space provided.

2 VMuare View Client SN s
F]. vmware  érpcor
“ VMware View™

sendQuick Conexa One Time
password: 4762 Expire in: 2
mins

[ip bttes: /192, 168. 1.234

5:53PM, 10 Jul

Enter your next MyToken response in the field below.

Mext response: (TTT]

Support Information

Once successful, you will login to the application.
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