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MICROSOFT FOREFRONT
UNIFIED ACCESS GATEWAY (UAG) 2010 AND
SENDQUICK CONEXA ONE TIME PASSWORD 

CONFIGURATION GUIDE

1.0 INTRODUCTION 

This document is prepared as a guide to configure  Microsoft Forefront Unified Access Gateway 
2010 (UAG ) to run with SendQuick Conexa for One-time-password via SMS. 

The pre-requisite is that SendQuick Conexa OTP server is configured with RADIUS on port 1812. 
Ensure that both applications are using the same port for radius. 

2.0 CONEXA CONFIGURATION

2.1 Client Configuration

To create a new client, Go to Configuration -> Client Configuration -> New Client

2.1.1 Add New Client

Radius Server IP IP address of the UAG. 

Name Short name of the radius client. 

Secret Shared secret of the radius client. 
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2.2 VPN Configuration

To create a new VPN, Go to Configuration -> VPN Configuration -> New VPN

2.2.1 Add New VPN

NAS-IP 127.0.0.1

Name  Unique name of this VPN. 

Description Description of this VPN. For reference only. 

Authentication Type Two Factor Access Challenge 

Authentication Server LDAP Authentication through LDAP server 
such as Active Directory or 
OpenLDAP.  Select LDAP server from list, 
which are predefined in LDAP Server 
Configuration page. 

User Contact List Check on 'Same as authentication server' to 
use the same user list in authentication 
server. 
LDAP: Select from a list of predefined LDAP 
servers.  Mobile and email attributes are 
required. 
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2.3 LDAP Server Configuration

Configuraion -> LDAP Server Configuration -> New LDAP Server

2.3.1 Add New LDAP Server
Name Unique name for LDAP server, which will be used as identifier in 

VPN configuration .

Description For reference only. 

Server 1 & Port LDAP Server IP and port number. LDAP default port : 389 

Server 2 & Port LDAP Server IP (Backup/Secondary) and port number. 
LDAP default port : 389 

Service Account Name 
&  Password 

Valid login name & password, which will be used for binding and 
 searching. 

Login Mode [Display Name | Login ID | Email] 
Type of login ID for this LDAP server. 

Base DN Base DN of the location of user list in LDAP. 

Domain Windows login domain for the user, apply to AD only. 
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3.0 Configuring Microsoft Forefront Unified Access 
Gateway 2010

3.1 Click Authentication and Authorization Servers
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3.2 Click Add

3.3 In the Server type list, Click RADIUS.
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3.4 On the Add Authentication Server dialog box, configure the 
following server settings:

Server name Name of the server, e.g Conexa100

IP address/host IP address of sendQuick Conexa

Port 1812

Secret key Shared secret of the sendQuick Conexa

Support challenge-response mode Select this option
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3.5 Click on the “Configure” button to change the authentication scheme.

3.6 Go to Authentication tab, select “Require users to authenticate at session 
logon”.Then, Select “Add”.
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3.7 Select Conexa Server.

3.8 Save and activate the configuration.
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4.0 Testing

4.1 Enter user name and password, click “Log On” button.

4.2 You will receive a one-time password to your mobile phone.
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4.3 Enter the one-time password and click the “Log On”.
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