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MICROSOFT FOREFRONT
UNIFIED ACCESS GATEWAY (UAG) 2010 AND
SENDQUICK CONEXA ONE TIME PASSWORD
CONFIGURATION GUIDE

1.0 INTRODUCTION

This document is prepared as a guide to configure Microsoft Forefront Unified Access Gateway
2010 (UAG ) to run with SendQuick Conexa for One-time-password via SMS.

The pre-requisite is that SendQuick Conexa OTP server is configured with RADIUS on port 1812.
Ensure that both applications are using the same port for radius.

2.0 CONEXA CONFIGURATION

2.1 Client Configuration

To create a new client, Go to Configuration -> Client Configuration -> New Client

send Quick ® Conexa

Server Log User Management [Confguraticn]
| Chient Configuration | VPN Configuration Remote DB Configuration LDAP Server Configuretion
New Client
No Mame
Client list is empty

2.1.1 Add New Client
Radius Server IP IP address of the UAG.
Name Short name of the radius client.
Secret Shared secret of the radius client.
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[Configuration]

Edit Client

Radius Server IP [192.168.1.238 |

Name |UAG |

2.2 VPN Configuration

| Reset |

To create a new VPN, Go to Configuration -> VPN Configuration -> New VPN

H ®
send(Juick® conexa
S
Server Log User Management [Eonfiguration]
Client Confguration [ VPN Confiquration | Remotes DB Configuration LDAP Server Configuration
New VPN
No MName NAS IP Aunthentication Type

2.2.1 Add New VPN

VPN list 15 empty

NAS-IP 127.0.01

Name Unigue name of this VPN.

Description Description of this VPN. For reference only.
Authentication Type Two Factor Access Challenge

Authentication Server

LDAP Authentication through LDAP server
such as Active Directory or

OpenLDAP. Select LDAP server from list,
which are predefined in LDAP Server
Configuration page.

User Contact List

Check on 'Same as authentication server' to
use the same user list in authentication
server.

LDAP: Select from a list of predefined LDAP
servers. Mobile and email attributes are
required.
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Edit VPN
NASTF (127.0.0.1 | ® Nasipaddress ) NAS-Identifier
Name [UAG ]
Uag
Description
Authentication Type | Two Factor Access Challenge il
Authentication Server LDAP | £ |

LDAP Server Configuration {Aothentication)

El‘ﬂgrum LDAP group as Filter-Id (11)
Elfh!l'um LDAP group as Class {25)

Seru‘erlﬂ[l :l

Return Cpticn

OTP Prompt Message (Access Challenge) [EutarDTF‘:
*M = Muobile number , “E = Email address

QTP Type | One Time PIN (OTP) | £ |

OTP Method | SMS | £ |
OTP Length |4 :._| (@) Mumeric Omly ) Alphanumeric
Ome Time PIN Validity Period [5 | minutes

sendOuick Conewa One Time password: “F Expire in: “E mins
Message Template

P = OTP token , “E = Validity period {in minutes), 0 = Date , *T = Time

Message Mode | Normal Text &

User Contact List EI Same a5 authentication sepver

LDAFP Server Configuration {Contact List)

[Mo]:lﬂe ]['M.u]:rila:
Attnibute Name
[Email | (Emai)
| Submit || Reset |
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2.3 LDAP Server Configuration

Configuraion -> LDAP Server Configuration -> New LDAP Server

i &
send(Juick® conexa
—
Server Log User Management [Configuraton]
Client Configuration VPN Configuration Remote DB Configuration | LDAP Server Configuration ]
New LDAP Server
Mo Name Description o w2 Login Mode

L AP Server list is empty

2.3.1 Add New LDAP Server

Name Unique name for LDAP server, which will be used as identifier in
VPN configuration .

Description For reference only.
Server 1 & Port LDAP Server IP and port number. LDAP default port : 389
Server 2 & Port LDAP Server IP (Backup/Secondary) and port number.

LDAP default port : 389

Service Account Name | Valid login name & password, which will be used for binding and
& Password searching.

Login Mode [Display Name | Login ID | Email]
Type of login ID for this LDAP server.
Base DN Base DN of the location of user list in LDAP.
Domain Windows login domain for the user, apply to AD only.
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[Configuration]

Logout

Edit LDAP Server
N ame [-‘LD
AD
Description
Server | |192.168.1.101 | Port [389 |
Server 2 | | Port | |

Service Account Bind T [l:nn-exa.ad'mjn

| | Test Service Account. |

Service Account Passwornd I"ﬂ"u |

Login Mode | Login ID &

Base DN [d'l: =mail, dc=sendquickasp dc=com

Dhomsin [mmJ

| Submit || Reset

3.0 Configuring Microsoft Forefront Unified Access

Gateway 2010

3.1 Click Authentication and Authorization Servers

E Microsoft Forefront Unified Access Gateway Management

File i’lew|.l!_u:1mh Messages Help

| I 7 |ﬁﬂ Authentication and Authorization Servers...
& ,}:j Export KCD Settings to Active Directory, \

E@ For ™ network Load Balandng. ..
Eg‘- gd Network Policy Server (NPS)...
El'lfl - Portal Application Authorization
. ... & Remote Network Access
E‘j ,ﬁ‘ Event Logs Settings...

@@ Web Farm Connectivity Verifier ...

s:) Advanced Configuration...
|3 Web Monitor...
) Ple Access. ..

1™ Getting Started...

I‘,g Metwork Interfaces. ..

Hy Array Management. ..
Automatic Backups. ..
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3.2 Click Add

[Telete

i

Help

Close

3.3 In the Server type list, Click RADIUS.

Add Authentication Server X|

Server type: __ﬂ_ Active Directory j
Server name: Active Directory
ADFS 2.0

Metscape LDAP Server
~ Connection settings Motes Directory

{* Define domain 4.2 Movell Directory ]
MT Domain

" Use local Activd ¥ RaDIUS
RSA SecurID —
— Search settings —] TACACS =

Specify the search | & wINHTTR

e ; Other _I

[~ Indude subfolders

Level of nested groups: I 0

 Server access

Spedfy credentials used to access Active Directory for
retrieving user information and changing passwords,

User {domain'user): I

Password: I
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3.4 On the Add Authentication Server dialog box, configure the
following server settings:

Server name Name of the server, e.g Conexa100

IP address/host IP address of sendQuick Conexa

Port 1812

Secret key Shared secret of the sendQuick Conexa
Support challenge-response mode | Select this option

x

Server type: I_g_ RADIUS j

Server name: I Conexa 100

IP address/host: I 192,168.1.8

Port: I 1812

Alternate IP fhost: I

Alternate port: I 1312

SEUEtkE?: I SEERBERD

W support challengeresponse mode

[ Use a different server for portal authorization

Seleck server: IEiuiIt-In Users/Groups j

™| Extrack user group memberships from RADIUS attribute

Afkribute bype; I 25

Attribute Format: | oU=<group>;

! Help | Ok, I Cancel
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3.5 Click on the “Configure” button to change the authentication scheme.

File View Admin Messages Help

=l= =]

bl G g

E-4 Forefront UAG

Portal

HTTPS Connections

.. b Portal — External Site N

Spedify the name that dients typein the browser to access the site,

tion Name | Application Type
Portal
Public host name: |W'NR2.hpserver.com| Port: | 443 )
i External Site Address.
HTTPS Port: = 443 -
IP address: [182 .18, 1 . 238 =]
Add... | Edi,., Hemoie |
Limit applications to the following subnets:
Subnet Address | Subnet Mask
~ Initial Internal Application
Portal home page: | portal =l Add.. | Edi Remve |
¥  misplay biorie page within ports frame

- Trunk Configuration

Configure trunk settings;

Configure. .

3.6 Go to Authentication tab, select “Require users to authenticate at session

logon”.Then, Select “Add”.
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Advanced Trunk Configuration [Portal]

2 Poral | €5 URL Inspection |
L General 28 Authentication I 53, Session
—¥  Require users to authenticate at ion logon
Sel authentication servers:
Add.
Remowve

Some settings are not applicable when using AD FS 2.0 authentication.
Multiple authentication server settings:
1% Users choose an authentication server

¥ Provide a server list at user logon

7 Users authenticate to each server
I¥ | Buthenticats to each semver with the same user name

Enable users to:
¥ Add credentials on-the-fhy
I+ Change passwords
™ Motify user I7— days before password expiration

Federation Service
Forefrort LUAG relyving party settings:

Fealm: I

Federation HMetadata: I

- Global URL Settings | %] URL Set

+¥ Endpoint Access Settings l =4 Application Customization

 Logon Scheme

Ussr logon page: [Leginase
Onthefly user logon page: Ichin.asp

Madmum logon attempts: |3—

Block period after failed logon {minutes): ID—

¥ Enable users to select a language

— Apphly an Outlook Web Access look and feel to the logon
and logoff schemes

¥ Logoff Scheme

Logoff URL: IflrrtemalSﬂef’Logoﬂ'Msg.asp

Logoff message: I;"In‘temalSite;"Logo‘Fstg.asp

Wait I 20 seconds and then end the session
™ Send the logoff request to the application server

I Send the application server response ta the brovser

ok | Conca |
3.7 Select Conexa Server.
x
189 Conexa 100 Select
Edit... |
[elete |
Help
Close
3.8 Save and activate the configuration.
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E Microsoft Forefront Unified Access Gateway Management

Elﬂ; HTTF Connections

- bl Portal

Ell:':ff]I HTTPS Connections
N S 3

E-j DirectAccess
~ External Site Name
Spedfy the name that dients type in the browser to acce:
Public host name: | WIMR.Z hpserver.com Por
~ External Site Address
HTTPS Port: =43+
IP address: | 192 . 18 . 1 . 238 7]
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4.0 Testing

4.1 Enter user name and password, click “Log On” button.

Application and Network Access Portal

Log On

User name |thet |
Password: |esee |
Language: | English {en-US3) ;’

tact .'-'.e site administrator

lieresoft Eorparation. &l nights reserved Terms and Conditions

)

4.2 You will receive a one-time password to your mobile phone.

«il SingTel 3G a @ | 8%

4.0

Monday, November 28
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4.3 Enter the one-time password and click the “Log On”.

Application and Network Access Portal

Enter OTF:
|II-II| |
@ 2010 Microseft Corporation. All rights reserved. Terms and Conditions.

(&Z) Application and Network Access Portal

Ao o = = — -
= fﬁﬂu Run Application b | (@) (\59\ = pcity | [
Home
¥ Home } g
S sendQuick — sendQuick

00:58:31 Ja: Log OFF

|P Search application

Sort by: IName _V_i
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