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1.0  INTRODUCTION

This document is prepared as a guide to configure Citrix VPX to run with SendQuick Conexa for
One-time-password via SMS.

The pre-requisite is that SendQuick Conexa OTP server is configured with RADIUS on port 1812.
Ensure that both applications are using the same port for radius.

The software version for Citrix Netscaler is 9.0x (VPX).

2.0 CONFIGURE CITRIX NETSCALER

First login into Citrix. Go to Configure Authentication Server as shown below (Fig 1).

Provide a server name for the sendQuick ConeXa (eg sendQuickSMS). Make sure Radius is selected
as the Authentication Type.

Configure the following items as below:

e Server IP Address — IP address of sendQuick ConeXa server

*  Port — Specify 1812 (this must be 1812 as this is the radius port of communication used in
ConeXa)

*  Timeout — Configure a value of between 40-60 seconds (value need to be 25 seconds and higher
for the system to perform well)

* Secret Key - This is a shared secret key (case-sensitive) text string that will be used to validate
Radius communication between sendQuick ConeXa and Citrix Netscaler. Use the same secret
on ConeXa.

* NAS IP address extraction — select Enable

Once completed, select OK and the server is configured.

il
Mame™ | =k |
Authentication Type |/
Server
P Address™ 172 . 25 . 57 . 145 |[Jrvs  Port [1312 Time-cut (seconds) |25
Details
Secret Key™ [sosssnse | MAS ID | |
Confirm Secret Key* |.....-.. | [w] Enable MAS IF address extraction
Group Vendor Identifier | | Group Prefix | |
Group Attribute Type | | Group Separator | |
IP Address Wendor Identifier | | 1P Address Attriblite Type | |
Password Vendor Identifier | | Password Attribute Type | |
Password Encoding |pa|:| v| Accounting |OFF v|
2 telp o< ][ clo== |
Figure 1: Authentication Server Configuration
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Next, go to Citrix Access Gateway Virtual Server to enable sendQuick as Authentication Server. See
Fig 2.

Configure the following items as below:
* URL IP address
*  Port — 443 is the default SSL port
*  Max Users — select “0” to refer to unlimited
*  Select Basic Mode
*  Click on the Authentication tab. sendQuick ConeXa should show up as one of the
authentication policy. Select sendQuick as the primary Authentication (Radius) Server

Select OK once completed.

=
Mame= | 2FaPORTAL ACCESS | ®Address 72 . 20 . 101 . 166 |
Protocol* (S50 -] Port= [+= |
I = Range ’7 Max Users |0 |
|| Down state fush () SmartAccess Mode  (#) Basic Mode
Certificates ' Authentication "\IE-c-ol-'.n'.ar!'E ‘-._ Polides ‘\Ir-ﬂ'ans! Applications "\ Intranet IFs Published Applications "-,_ Advanced ‘-,_
User Authentication—

If your Access Gateway is to be deployed in a manner where user authentication is not desired,
you may turn off authentication below. Please apply this option with CAUTION,
| || Enable Authentication

Authentication Policies -
Primary || Secondary |
Pricrty | Policy Name Expression | Profie
0 2FA_SendQuick ¥ ns_true |sendQuicksMs
. 4
Details : 2FA SendQuick 4, Find
Type:RADIUS R st Profile: SendQuickSMS  Rude:ns true

E.a Insert Policy EJ Unbind Policy ﬁ Regenerate Priorities B Modify Profile |

Comments | |

9 o[ o |

Figure 2: Enable Authentication Server

3.0 CONFIGURE SENQUICK CONEXA

Log in to sendQuick ConeXa Admin Page (Fig 3). Select New Radius Configuration.

Configure the following items as below

* [P address and description — IP address and description for Netscaler
* Radius status - Enable

* Radius Secret — Use the same shared secret text string that was earlier configured on
Netscaler

Click Submit when completed
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send__Q uick® Conexa

Iser Management Configuration

New Radius Configuration

Radius IP; | 172.25.57.150

Radius Description: | Netscaler Radius

Radius Status:

Radius Secret: | sesssses

(Ger)

Figure 3: Radius configuration on sendQuick

Next, go to Configuration tab and select New OTP Configuration. See Figure 4 below.

Configure the following items as below:
* NAS IP and VPN description — Netscaler NAS IP and desc
*  Authentication Type — Select desired authentication type

If LDAP is used, configure the following:
* LDAP Login Mode and IP address — LDAP server login details and IP address
* LDAP Query Attribute - LDAP Query Attribute for sendQuick to access. For example,
“mobile” for the mobile number used by sendQuick to deliver OTP by SMS
* LDAP Base DN
* LDAP Domain
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sendQ uick® Conexa

User Management

[Configuration]

Change Pz

MAS-IP:

VPN Description:
Authentication Type:
LDAP Login Mode:
LDAP Server:

LDAP Server 2:

LDAP Query Attribute:
(leave blank to use default value)

LDAP Base DN:

LDAP Damain:

LDAP Service Account:

LDAP Service Account Password:

Figure 4: 2 Factor Authentication configuration on sendQuick

4.0 REMOTE ACCESS

Mew OTP Configuration

172.15.57.150

NetScaler

[ 2nd Factor LDAP OTP (Remote) £]

152.168.1.101

| mobile

| de= mail,dc=sendquickasp,dc=com

mail

Enter Password:

Confirm Password:

Submit Clear

WITH TWO FACTOR

AUTHENTICATION

When accessing using SSL. VPN, open a web browser and access the Internet address (URL) for SSL

VPN access. The Username and Password will appear as shown in Figure 5 below.

F=- Litrix Access Lateway - Windows Internek Explorer

{? H‘ - i@ hitps: || il _'J i| X
_Fil'-e_Edit Wisw  Faworites  Tools  Help

¢ Favorites ‘ s Q 5 % EFree Huitrnail

e fid User Management \_kCitrix Access Gateway x B

L]
CITR!X' Access Gateway”

Figure 5: SSLVPN Login with Username and Password

Welcome
Please log on to continue:

User name:  [llegt
Password: |
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Enter the Username and Password and select Log On. (If Active Directory is used, it should be a
valid username and password). Once the first authentication is completed, an Enter OTP page will
appear on the web page. The SMS will be sent to the mobile phone.

Enter the OTP in the Response space provided and select Submit, as shown in Figure 6 below. Once

the second factor authentication is approved, the success page or user access realm will be shown as
in Figure 7 below.

gé-\-“.-! = @https:;‘; j l_'=|." TR r
-};ile Edt Wiew Favorites Tools  Help

7 Favorites | = ;éﬁugg Sites = EFI’EE Hatmail

Hu|= User Management @Citrix Access Gateway X "ol\ bl

Additional Information Required
Please fype your response below

Figure 6: Enter OTP for SSL VPN Authentication

Y- Citrix Xendpp - Applications - Windows Internet Explorer
s a
@. = |@ hetpsii citrix/¥enappdjsite/default, aspx = A [l x Sy

File Edit Wew Favorites Tools Help

1.7 Favarites ‘ = @ Sugoested Sfes 7 E Free Hotmail

User Managemenk @Cltr\x sendpp - Applications X% e B - L f!,"\ * Page -

Logged on as: deria Log Off | Reconnect | Disconnect

Select views: | Icans = \_@Reﬂesh
=Y = = )
i) @ D [z =33

1- L:tuf Motes 2 -Internet 3 - Mainframe 4 -MsWard 5 - MS Excel 6 - MS Powerpoint
Explarer Access

Notepad

Problem Connecting?

Figure 7: Successful Access with SSL VPN
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